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1. Abstract 
 
This template document provides a privacy and governance 
questionnaire framework for Telco Data Management to enable data for 
good applications. 
 

2. Context 
 
mPrivacy provides a framework for privacy-aware data exchange 
between telcos and other stakeholders, e.g., governments and NGOs. The 
mPrivacy framework ascribes requirements for participating 
stakeholders, designed to ensure that underlying identifiable consumer 
data is not disclosed by telcos to other participating stakeholders. The 
mPrivacy framework does not include requirements for telcos and other 
participating stakeholders beyond those requirements directly applicable 
to the purpose of the framework (i.e. private data exchange). However, 
we encourage compliance with all relevant laws, and adherence to 
commonly accepted privacy principles and other security and privacy 
standards. 
 
This document provides a template for stakeholders to identify 
themselves and other associated parties, to describe the data involved in 
the use case, implementation of the algorithm, implementation of 
differential privacy, and how the stakeholders will remain accountable 
for adherence to the mPrivacy framework. 
 

3. Description of Specific Use Case 
 

3.1. Who are the stakeholders involved in the use case? (e.g., a 
telecommunications operator and a government agency or non-
governmental organization) 

3.2. What is the goal of the project implementation of the mPrivacy 
framework? (e.g., mapping aggregated, private data flows for 
epidemiological purposes) 

3.3. What are the anticipated timelines for the project? How would these 
affect the project? (velocity/lag) (i.e., when will the project begin, and 



what is the duration?) 
 

4. Data 

 
4.1. What data is necessary to implement the use case? 
4.2. Are there any other, secondary data sets used? (e.g., weather, traffic, 

health, air quality, satellite imagery, census, survey) 
4.3. If secondary data is used, what is the source? 
4.4. What is the original source of the data (e.g., telecommunications operator 

records)? 
4.5. What are the timelines and frequency within which data can be 

provided? Would this create a barrier for the use case? 
4.6. Please describe the operator data used: 
4.7. What types of data inputs are processed? (e.g. call detail records, SMS 

records, active data transfers, passive data transfers, network 
handshakes, cell mast triangulation, network status) 
 
4.7.1. What is the original source of the data?  
4.7.2. Are there any filtering or cleansing steps?  
4.7.3. How many events are processed? For how many users, and how 

many events per user per day (or other time unit)? 
4.7.4. Are these grouped or aggregated? If so, how? 
4.7.5. What is the minimum number of individuals captured within a 

specific geographical area? 
4.7.6. What timespan is covered by the data? 
4.7.7. What steps are taken to anonymize the data? What 

techniques/processes are used? 
 

4.8. How many users are reflected in the underlying data? (e.g., how many 
telecommunications operator customers) - can be expressed in ranges 

4.9. What kind of geographical area will be linked to the data? (i.e., an 
aggregate number of people within a specific administrative unit or 
county/city level?) 



4.10. What is the minimum number of individuals captured within a specific 
geographic area? 

4.11. Do you intend to apply the mPrivacy privacy algorithm? 
4.12. What is the time frame for the data collected, i.e., how many 

days/months’ worth of data is required? (can be found above)  
4.13. Is the data collection and processing for the purposes of the mPrivacy 

use case time bound? 
  

5. Queries  
 

5.1. Were the mPrivacy queries approved by the relevant stakeholders? 

5.2. Are the parties permitted to develop new queries while the project is in 

progress? If so, have the parties agreed to notify the other parties of the 

new queries? 

5.3. Are specific individuals associated with the project the only individuals 

permitted to conduct queries? 

5.4. Is the ability to query the data revoked if an individual is no longer 

associated with the project? 

5.5. Are API calls authenticated? 

5.6. Are API calls monitored or auditable? If so, by whom? 

5.7. Have the parties considered recording the number of API calls for 

transparency purposes, to ensure that data is only queried by specified 

individuals for the purpose of the project? 

5.8. Have the parties considered whether any of the queries could identify 

specific groups of individuals, particularly those linked to a sensitive data 

category or a vulnerable population? (e.g., refugees near a border area, a 

religious minority travelling to a particular location for a holiday, patients 

seeking out a particular type of clinic, congregated protestors). 



5.9. Have the parties considered whether some queries should not be 

permitted because of the risk of identifying specific groups of 

individuals? 

5.10. If one party (e.g., the telco) discovers unauthorized queries, do they have 

the ability to temporarily revoke access and stop queries until the 

unauthorized access has been investigated and remediated? 
 

6. Output 

 

6.1. What are the results of the queries intended to show? 

6.2. Will these results be imported into a dashboard or other platform for 

further analysis? 

6.3. Do all the parties involved in the project have access to the output? 

 

7. Infrastructure 

 
7.1. Is the mPrivacy framework running on existing infrastructure, or was it 

necessary to procure dedicated systems? 
7.2. What is the approximate compute resource dedicated to the mPrivacy 

use case? 
7.3. Is there a way to reach the same output using less energy? 

 
8. Governance  

 
8.1. Is there an agreement between the parties exchanging data? (e.g., the 

telecommunications operator and a government agency and/or NGO) 
8.2. Will any of the parties engage third parties to work on the project? If so, 

are the third parties identified? 
8.3. Do all of the parties, including any third parties, agree to the mPrivacy 

framework? 
8.4. Are all of the parties prohibited from any attempt to re-identify data? 



8.5. Has the party that is the source of the data (i.e., the telecommunications 
operator) ensured that no identifiable data is shared for the purposes of 
the project? 

8.6. Have the parties agreed to a termination or sunset date for the project? 
8.7. Have the parties agreed how anonymous data generated through the 

mPrivacy framework will be used (i.e., which specific public interest 
purpose). 

8.8. Have the parties agreed how any insights derived from mPrivacy data can 
be accessed and/or presented? (e.g., via a dashboard) 

8.9. Have the parties ensured that individuals participating in the mPrivacy 
project can only access data involved in the project for the specific 
purposes of the project, and only for the duration of the project? 

8.10. Will the parties revoke access to mPrivacy data after the project is 
completed? 
 

9. Ethical Questions  
 

9.1. Have the parties addressed potential bias in the source data (e.g., does 
the data exclude certain groups, for example, basic phone users vs. 
smartphone users?, or does the data only reflect a particular ethnicity, 
social class, gender, etc., due to, for example, language, literacy, or 
accessibility barriers? 

9.2. If so, what measures have the parties taken to ensure that these groups 
are included, so that the interventions made by governments and NGOs 
based on the project are inclusive? 

9.3. Will individuals or groups impacted by the interventions based on the 
project be made aware of what interventions have been made, and with 
which data? (e.g., is there notice provided, are the parties transparent?) 

9.4. Is there a point of contact identified for impacted individuals and groups, 
for example, to provide additional information about the project, or to 
correct or delete information about them underlying the project? 
(keeping in mind that none of the mPrivacy data is linkable to an 
individual, but the underlying telco data used to generate mPrivacy data 
may be identifiable only by the telco) 

9.5. Are any of the parties involved in the project alleged to be involved in 
human rights abuses? 

9.6. Do any of the parties have reason to be concerned about mPrivacy data 
being used to perpetuate human rights abuses? 



9.7. Could mPrivacy data be used to create or spread disinformation, 
propaganda, or hate speech? (e.g., could a government or NGO identify 
movements of a particular ethnic or religious group and use that 
information to target a propaganda campaign)? 

9.8. Could mPrivacy data inadvertently lead to data monetization by the 
parties or by a third party? 
 


	Revision History

